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Introduction

‘Terrorist groups and extremists are capitalising on advances in technology to find new ways of
engaging with disaffected youth, taking advantage of social networking sites, online video channels
and radical chat rooms. They are spreading their propaganda more widely, more rapidly, and more
effectively. Traditional law enforcement techniques are insufficient to deal with the evolving trends in
radicalisation, and so a broader approach is required to prevent and counter radicalisation. This
broader approach responding to trends in radicalisation must engage the whole of society.’
‘Effective prevention means involving non-governmental organisations, front line workers, security
services and experts in the field.’
‘Local actors need to be properly equipped to recognise radicalised behaviour. This is especially true
for those who are in direct contact with individuals at risk of radicalisation. These front line workers
include social workers, educators, healthcare workers, police, prison staff, and probation staff.
Although these professionals are not all security personnel, their training and awareness of the needs
of individuals at risk means that they are often the best placed to recognise those individuals in the
process of being radicalised. But front line workers do not always have a good understanding of the
process of radicalisation or how to respond to it. Training is therefore needed to help them recognise
and interpret signs of radicalisation, and to help them judge whether an intervention is appropriate or
not.’
‘People are at their most impressionable in adolescence and early adulthood, and many of the values
and attitudes they develop at this stage stay with them for much of their lives. Not surprisingly,
therefore, those most at risk from radical propaganda are adolescents and young people. In the past,
access to extreme material could be better controlled by parents, teachers and community leaders.
However, with new technologies and the spread of this material, this is no longer the case. Young
people often use the internet alone, when no one else is around to criticise harmful material. This
increases the danger that the message takes root and drives young people to violence. But while
young people may be exposed to harmful material online, they may also find positive counternarratives. Steps need to be taken to encourage young people not to remain passive but to think
critically, to challenge extremist views and pick them apart… education, training, and youth work
sectors are often best placed to help young people develop their critical thinking skills.’
European Commission (2014) Preventing radicalisation to terrorism and violent extremism:
Strengthening the EU’s response.
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The Terra Toolkit
TERRA
TERRA is a two year Europe wide network based prevention and learning project, funded by the
European Commission, DG Home Affairs. It is carried out by Impact Knowledge and Advice Centre,
Amsterdam, and AV11M, Madrid.
TERRA takes a preventative approach towards radicalisation leading to terrorism. On the basis of
state of the art research and consultations with front liners, academic experts, victims of terrorism
and former terrorists, it proposes a community approach designed to address the grievances which
form the motivational factors of radicalisation, identify and halt the progress of an individual
through the radicalisation process and finally, if necessary, prevent them from undertaking a
terrorist act.
Terra Toolkit
This toolkit takes the community approach as a starting point. It is primarily meant to support
existing or new networks of social workers, law enforcement, religious leaders, and local policy
makers on exchanging information on young people or for example on people in a troubled
neighbourhood. It also informs journalists and policy makers on influences they may have on
background factors of radicalisation.
The toolkit comprises:
- A general background document which covers the objectives, presuppositions and starting
points, implications for use and implementation.
- Separate tools for each target group
- Video material
- Website with background information (our literature review, background documents for
each target group, a bibliography and an overview of relevant links to preventative
programmes or possible partners.

The importance of a community approach
TERRA focuses its attention prevention by early recognition of radicalisation processes. This
recognition needs to take place in the immediate environment of the young people at risk. Apart
from parents and peers, this environment consists of professionals in different disciplines, like school
teachers, youth workers, religious leaders, or police officers. They are not experts in terrorism, but
they can be the eyes and ears observing signs that can be seen as ‘early warnings’. In order to make
sense of what they see and hear, it is important that they share their worries about a person, to get
a better picture and to discuss how to approach and monitor the person.
The principle goal of adopting a community approach is to protect the security both of the
vulnerable person who is radicalising, and that of their immediate and broader context. When we
talk about families and front liners, we can see that these family members and professionals will
come into contact with this vulnerable person with varying degrees of frequency.
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Vulnerable person

Family, peers, school
environment (daily
contact)
Community, including
religious leaders , police,
youth workers, sports
clubs (frequent contact)
Policy makers, journalists
(influence upon social
context)

Each ring within this circle model has a different kind of contact with the vulnerable person. Changes
in behaviour, peer group or ideology are more obvious to family members or professionals in the
innermost circle than the outermost. A young person’s parents, for example, are able to see that
their son has made drastic changes to his appearance and has a new set of friends. A police officer,
who is seeing the boy for the first time will not be able to see how much he has changed within the
last year – and this change is crucial. That’s why it’s so important to realise that in order to really
grasp what might be going on, contact, communication and transparency between and within the
respective circles is vital.
In the approach which we suggest, representatives from each ring are given a time and space in
which they can meet. They are provided with awareness raising and informative material about
radicalisation (for example, the documents which make up the TERRA tool kit). They can be existing
networks, using this information to deal with this aspect of their work, or new networks, with
specific attention for radicalisation.
What is radicalisation?
Definitions of the term ‘radicalisation’ are manifold – due to its use in the political arena where
definitions are used to motivate policy choices. Also academic definitions often seem to be coloured
by the specific discipline, and most of them suffer from lack of precision (Schmid 2013:17). Most
definitions have in common that they refer to an individual process, often strongly influenced by
group processes. During this process, the dominant political order is rejected, as well as dialogue,
compromise and tolerance as means to bring change. Instead, violence is more and more adopted as
an appropriate method to attain certain goals. Thus, at some point, radicalisation can (but does not
necessarily) lead to terrorism (Schmid 2013:17). This has been visualized by Fathali Moghaddam in a
‘Staircase model’, which is central to the TERRA toolkit.
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The Staircase model shows a kind of decision making process. A radicalisation process is the
movement from one floor to the next. On each “floor,” there are doors which could be opened, or
not. Whether a person stays on one floor or climbs further to the next, depends upon whether they
experience the doors and the spaces as open or as closed. As someone climbs the Staircase, they see
less and less choices as being open to them. This can mean that they harm themselves, others, or
both, if this seems like the only possible outcome. (De Wolf en Doosje 2010)

On the use of ‘indicators’
Offering indicators for the processes described, to facilitate early identification of radicalisation, can
in fact be tricky. All too soon, this might suggest a ‘checklist’ that says ‘radicalising person’ when
some boxes are ticked. We are keen to steer clear of this. Therefore, we’d like to make some
important general remarks here on working with indicators.
The main emphasis in programmes designed to address radicalisation tends to be laid upon identity
formation within the young target population. Supporting adolescents in dealing with issues like
identity formation and self-esteem is easy to justify. Yet, doing so specifically and overtly with the
intention of preventing radicalisation may result in the targeted adolescents becoming unnecessarily
labelled as ‘radicals’. Because of this concern, it is essential that any attempts to address
radicalisation are aimed at the broad target groups, singling out only individuals who show cause for
concern, and never targeting specific ethnic or political groups.
The element of change is crucial in the interpretation of observed indicators. A certain indicator
might be part of someone’s normal conduct; then it is insignificant as indicator of radicalisation. It
starts to assume a significance when a remarkable change is observed.
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Possible radicalisation cannot be identified from a single indicator. It can only be identified if several
indicators are present. Signals should be clarified and verified by considering other surrounding
factors.
The observation of overall behavioral patterns in the individual in question is vital. A strong focus on
‘unique’ indicators of radicalisation is less effective. Therefore, we recommend a community
approach, which means that professionals can discuss a case together, from their different
perspectives, in order to get more of an overview.
Our Tools
TERRA has produced a series of documents, each tailor made for the professional groups within a
community approach. Their aim is to raise awareness about radicalisation and how it might be
visible to professional people in proximity to the person radicalising. We provide a list of possible
indicatiors, and suggest that value of working together in a coordinated way to take a preventative
approach.
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Section 1 - Terrorism and Radicalisation
What is TERRA?
•

A two year, Europe-wide, network-based prevention and learning project, funded by the
European Commission, DG Home Affairs.

•

TERRA adopts a preventative model towards radicalisation leading to terrorism, based on
state of the art research and consultations with experts, practitioners, former extremists and
victims of extremism.

•

It proposes taking a community approach to tackle motivational factors for radicalisation
and to halt the progress of individuals being radicalised.

•

TERRA offers suggestions and advice for the rehabilitation and de-radicalisation of those
wishing to leave extremism
behind.
‘Civil society should be fully equipped in dealing with and
challenging [extremist] ideas and groups where they emerge’

Indicators
•

Offering indicators for the processes described, to facilitate early identification of
radicalisation, can in fact be tricky. It might wrongly suggest that there is a ‘checklist’ of
symptoms of a radicalising person.

•

It is essential that any attempts to address radicalisation are aimed at broad target groups,
single out only individuals who show cause for concern, and never target specific ethnic,
religious or political groups.
Radicalisation cannot be identified from a single indicator. It can only be identified if several
indicators are present.

•

The observation of overall behavioural patterns in the individual in question is vital.

•

Therefore we recommend a community approach, which means that professionals can
discuss a case together, sharing their different perspectives, in order to get the broader
picture of the indicators of radicalisation observed in individuals.

What is a Community Approach?
•

Since radicalisation is often linked to a quest for identity and a sense of belonging, young
people can be influenced by those around them, including families, peers and front-liners.

•

Those closest to them are also in the best position to observe their behaviour and identify
possible changes.

•

Hence a community approach seeks to involve a wide variety of stakeholders, who are in a
position to influence young people, and get them to work together to identify and ensure
the security of vulnerable individuals.

•

This approach also seeks to identify specific tasks each sector can perform and ensure that
stakeholders are not only working in unison, but doing what they are comfortable with.
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Mapping the Community Approach
Vulnerable person

Family, peers, school
environment (daily
contact)
Community; including
religious leaders, police,
youth workers, sports
clubs (frequent contact)
Policy makers, journalists
(influence upon social
context)

The Toolkit
•

TERRA produced a comprehensive toolkit that contained the research findings.

•

The toolkit offered advice on how to spot signs of radicalisation and how to devise policy in
this area.

•

It was aimed at local and national government and front-liners who come into contact with
vulnerable individuals at risk of radicalisation.

•

Front-liners include: teachers, youth workers, religious leaders, prison/probation/parole
officers and community police officers.

The Toolkit aims to:
•

Make target groups more aware of the possibility that someone within their sphere of
influence is at risk of being radicalised.

•

Raise awareness of the causes and signs of radicalisation, as well as which professional
groups could be involved in influencing this process in a positive way.

•

Empower front-liners to take action by making contact with these other professional groups
and/or approaching the person they feel may be vulnerable.

•

Provide research-based policy advice for national and local governments on how best to
address radicalisation and support de-radicalisation programs.
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Why You?
•

Front-liners are in the best position to identify early signs of radicalisation and engage with
vulnerable people that may be drifting towards extremism.

•

TERRA seeks to provide front-liners with the necessary training and materials they need in
order to have the confidence to engage with this agenda.

•

It also seeks to identify individuals that are able to train other front-liners in order to
multiply the number of people engaged in this important work.

•

TERRA believes in developing a co-operative approach so that front-liners are in touch with
each other and work together in tackling radicalisation. Training enables this to develop.

‘Engage with multiple tiers and a wide range of actors. A broad range or cooperative
relationships and consultative arrangements should be developed between authorities and
CSOs. This includes developing leadership throughout the community and in particular at
grassroots level but also at the various tiers of authorities- from front line to strategic level.’
The Change Institute (2008) (See notes)
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Section 2 - Understanding Radicalisation
What is Radicalisation?
•

Definitions of the term ‘radicalisation’ are manifold.

•

Most definitions agree that it is an individual process that is strongly influenced by group
processes.

•

During the process, the dominant political order is rejected, as is the dominant dialogue, and
the belief that compromise and tolerance can be means to bring about change.

•

Instead, more and more, violence is adopted as the appropriate method to attain certain
goals (in particular, the change that an individual or group considers to be necessary).

•

Radicalisation does not always lead to violence or terrorism, but it does create an insular,
suspicious and binary mind-set, combined with hate and disdain for the out-group (anyone
who does not belong to their in-group).

The Staircase Model

•

This model shows the process of radicalisation as the movement from one floor/stair to the
next.

•

On each floor there are doors which could be opened, or not. Whether or not a person stays
on a floor or climbs further to the next depends upon whether or not they experience the
doors and spaces as open or closed.
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•

As someone climbs the Staircase, they increasingly see choices as being closed to them,
while the potential for harming others increases and can in fact often be the only possible
outcome.

•

Individuals can climb back down the stairs too or exit any stage providing doors remain open
or are opened for them.

Lost in Terminology
•

Radicalisation, extremism and terrorism are all contested terms and can mean different
things in different contexts to different people. They are also politicised terms and can be
used selectively for a political agenda.

•

A prolonged debate about what the term ‘radicalisation’ really means, and how it can
sometimes be a good thing, is tangential and best avoided.

•

It is more accurate to speak in terms of specific ideological outlooks that are easier to define,
e.g. Islamist or far-right extremism (see below). This way we are speaking about a specific
worldview that is underpinned by core beliefs and ideas.

Islamist Radicalisation
•

Islam and the ‘West’ are considered competitors for global domination; hence they should
be in perpetual conflict.

•

Islam ordains a specific political model that is incompatible with
secularism/democracy/liberalism.

•

There is a desire to see Islam dominate the world politically, through force if necessary.

•

A medieval interpretation of Shari’ah that will trample on fundamental human rights must
be imposed on all people even if it is against their will.

•

Muslims who disagree with Islamist aims are corrupt, evil and allies of the West.

•

Islamist extremist groups include the likes of Al-Qaeda and, more recently, ISIL/ISIS.

Far-Right Radicalisation
•

Far-right groups have very specific ideas about the purity of a nation-state or defined
territory. Extreme right ideologies feel that territorial belonging is defined through ethnic
ties to that territory that have often long, historical reference points, to define who is the
‘in-group’ and who is the ‘out-group’ or ‘other’.

•

Those defined by extreme right groups as ‘not belonging’ or the ‘other’ are usually targeted
through religious or ethnic differentiation. Most commonly targeted ‘enemies’ of far right
groups within Europe include: Roma, Jewish communities, Muslims, immigrants and ethnic
minorities.
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•

Extreme right groups also negatively target individuals and/or organisations which are
perceived as helping or assisting the groups they see as enemies. For this reason, broadly
speaking, many far right groups target specific politicians, international corporations and
anti-Fascist groups.

•

Far-right extremist groups include the likes of the EDL or the NJN.

Extremism can work both Ways

Notes
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Section 3 - Pathways to Radicalisation
What is Islamism?

•

Political ideology - seeks political hegemony

•

Assumes - a more or less single interpretation of faith as a political creed and system

•

Medieval political point of view with modern ideological assumption - modern framework,
medieval political mind-set, pre-modern laws

•

Caliphate - modern ideological state/empire to dominate the world and enforce their
version of Islamic faith

•

Social vs Socialism – Islam vs Islamism

•

Underpinned with Salafi Theology – Potent mixture and designed to fight
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Importance of Tackling the Root Cause

Notes
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Some Common Pathways

Notes
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Radicalisation at Places of Worship
Mosques themselves –are not the main source of terrorist activities.
But this requires elaboration:
•
•
•
•

Some mosques allow all groups to operate e.g. Hizb ut Tahrir holding Arabic classes
Some Mosques led by people who support extremist ideology
Activists who are not part of mosque but operate from there
Some institutions theology is sympathetic to certain brands of terrorism and extremism
i.e. Salafism

Radicalisation Online
•

No such thing as self-radicalisation - Some individuals who already have “cause” or
“motivation” and then seek to find information

•

Those individuals who see it as a place for anonymously spreading their ideology and
theology - either through direct one way propaganda, and those who see those forums
where “theological/jurisprudential” discussions can take place. Justify and further radicalize
those with sympathies, and meet like-minded individuals.

•

Finding a community to belong to - researchers have stated that this is a common practice
with all sorts of deviant behaviours whether suicide pacts, cults etc... Reinforcing the beliefs
and world view and further strengthening such beliefs.

Sageman (author of Leaderless Jihad, 2008) found that the internet has:
•

Lowered the age of the average recruit;

•

Increased the participation of females;

•

Decreased the sophistication and effectiveness of terrorist attacks;

•

Social media Platforms & forums – can act as engine of transformation; however, individuals
seek and select sites most compatible with their views.

Radicalisation during Higher/Further Education
•
•
•
•
•
•
•

47% of convicted terrorists in the UK attended University?
6 convicted terrorists found to be former presidents of Islamic Societies at University
This makes it appear that mainstream institutions endorse extremist preachers?
Violent terrorist supporters and their activists have been operating on campuses
The politicized discourses they present prevent an objective analysis from being made
Institutionally, there are little to no resources invested in this area
There has been no objective criterion to differentiate:
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a) What the groups and institutions that we engage with actually take as their political
and theological stand points?
b) What is an acceptable minimal threshold and how we define it?
•
•

Counter campaigns against the prevalent totalitarian voices need to be facilitated
Resources to support not merely criticize Universities need to be put in place

Radicalisation in Prisons
•

The prison environment/‘experience’ heightens existing tensions. Although cultures of
racism and prejudice have been addressed over the last few years within prisons, there are
still tensions which exist within intra-prison “communities” and between those communities
and members of staff.

•

Mainstream staff lack awareness of the theological and ideological realities that they are
dealing with

•

There is a lack of training for staff grounded in actual evidence-based characteristics and
behaviours to be aware of when dealing with such cases

•

Isolating extremist/terrorist preachers and activists from the wider Muslims populace - how
can this be justified? How can it be done? How can interaction be regulated

•

What are successful interventions and unsuccessful ones?
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Section 4 – Manipulation of Grievances for an
Ideological Agenda
Objectives
•

To demonstrate how real, perceived or invented grievances are manipulated for an
ideological agenda

•

To introduce the (Islamist grand-narrative as understood by key Islamist ideologues)?

•

Do grievances, which may cause anger and frustration, lead to radicalisation themselves, or
do they merely aid the process?

•

How do extremists exploit grievances?

•

Can extremist ideology exist independently of grievances?

The grand-narrative and the solution
•
•
•
•

All extremists maintain that these grievances are caused by the lack of Islamist governments,
ignorant (Jahilliyah) societies and the prevalence of Kufr thoughts and emotions
Hence the only solution is the establishment of an expansionist Islamic state or to fight this
expansion
All Muslims must work towards this and if they do not they are sinful and have not truly
understood Islam
All non-Muslims must work to tackle Islam

Summary
•

Whilst there are grievances which people may be affected by, these on their own do not
lead to radicalization

•

Some grievances are real; some are invented or exaggerated

•

The grievances are manipulated by Islamists, viewed through the ideological prism of
Islamism and hence used for recruitment purposes Grievances may attract individuals to
Islamism but once they are fully immersed in Islamist groups, it is the ideology that becomes
the driving force.

Islamists, e.g. ISIS, argue that the plight of Muslims today is a consequence of the lack of a State governed by Islam. They argue that,
lacking such a State, there is no authority to ‘come to the defence of the Muslims when [their] lands are occupied, [their] people killed,
persecuted and oppressed’. Victory and success is promised as a reward for Muslims who remain faithful to Allah and fulfil their
obligations, one of which is working to implement Shari’ah law. RAP, the Islamist Magazine.
‘Where violent radicalisation is seen as building on ‘grievances’, there is a need to address real concerns about discrimination and social
and economic integration. Visible movement on these issues enables civil society organisations to give credible responses to the
narratives promoted by violent radicals… and provides new space for legitimate engagement and participation.’ The Change Institute
(2008) (See article notes)
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Section 5 – Bridge to Terror: Key Ingredients
Objectives
•

Begin to understand the key milestones on the path to terrorism

•

Introduce core cognitive and behavioural factors

•

Dismiss incorrect assertions related to motivations for martyrdom

•

Where do terrorists come from? Is there a single type?

•

Why do they want to engage in acts of terror? Suicidal acts of terror?

•

Are they simply motivated by ‘virgins in paradise’? Desperation? Injustices?

Background
•

Terrorists do not come
from a single background

Research by MI5 concluded that it was not possible to create a profile of the
typical British terrorist because there was ‘no single pathway to terrorism’.
(The Guardian, 20 August 2008, ‘MI5 Report Challenges Views on Terrorism’)

•

Heavenly rewards are secondary for the ideological terrorist

•

Hard science backgrounds, hence reduced ability to appreciate scriptural diversity and
esoteric meanings (established by research)

•

Terrorists come from all walks of life – the ideology itself is simple but attractive, it connects
the individual to a binary struggle of good vs. evil

Core ingredients
Terror comes about when individuals adopt a militant strand of Islamist thought. They tend to have:
A) Totalitarian ideological worldview
B) Suspended morality
C) Strong anti-Western/anti Islam mindset
D) Ultra-conservative religious/nationalist outlook
Note: Each of these on their own are not inherent indicators of terrorism but are factors in the
personality make-up

Ideologues vs. Foot-soliders
•

Ideologues fully embrace a militant strand of the ideology and usually focus on recruitment
and logistics
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•

Foot-soldiers vary in their understanding and adoption of ideology but connect to a very
basic good vs. evil struggle

•

Foot-soldiers can be recruited from impoverished backgrounds in places like South Asia and
in many cases are simply bribed, threatened or brain-washed

Summary
•
•
•

There is no single background or profile for terrorists
Islamist mind-sets and conservative or literalist approaches to scripture combine to create
extreme (Islamist) terrorists
Four characteristics:
o Totalitarian
o Amoral
o anti-western / anti Islam
o ultra-conservative views/ traits are shared by terrorists
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Section 6 - Teachers and Youth Workers
Dealing with radicalisation: Aims
These recommendations are intended for Secondary School Teachers and any other professionals
who are in regular contact with young people.
After the course, you should:
-

Be more aware of the possibility that an individual in your target group may be at risk of
radicalising;
Understand some of the possible causes of the process;
Understand and recognise some of the possible signs of the process;
Be aware of which other professional groups could both help achieve a positive more
outcome from the process, and could support both you and the person of concern;
Feel empowered to make contact with these groups and correctly approach a person you
feel may be vulnerable.

Why you?
-

-

A young person looking to find their identity can be greatly influenced by the people around
them.
Those seeking identity may be particularly drawn to radical
groups, who can offer their recruits a ‘pre-packaged’
identity with the added allure of potential thrills and even
fame.
Research shows that young and, in particular, male
individuals are more vulnerable than others.
As someone in regular contact with young people, your job
puts you in a prime position to notice radicalisation.
It is possible that during your time around young people,
you may notice some changes in their behaviour,
appearance or interactions with you or their peers.

Your potential role
-

Your profession puts you in the innermost, or second ring; very close to a person who may
be at risk.
As a person in close interaction with young people, you may observe their behaviours,
formation of beliefs and selection of peers.
It is possible that you are someone they may turn to for help or advice during their process
of identity formation.
While not an expert on terrorism, you are an expert on young people, and that expertise
may enable you to play a vital role in the counter-radicalisation process.
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There is a difference between young people who are extremists and rebellious teenagers. For
example: rebellious teenagers often identify with rebellious personalities and icons; however, citing
extremist movements such as ISIS or their political propaganda may suggest a young person is
becoming influenced by extremist ideologies and be early signs that a radicalisation process is
underway.
What to look out for
Although there is no specific checklist, there are some signs that a radicalisation process is
underway, and thus some behaviours you may be able to observe.
Be alert to changes in:
-

Attitude towards society and authority, which may be the outward expression of
psychological changes;
Friendship group, which may indicate that old friends are being left behind in favour of a
radical group with whom the individual feels more aligned;
Clothing and appearance, which may be more visible at a later stage in the radicalisation
process;
Academic performance, school attendance or leisure activities.

Below, the possible signs have been divided into ‘floors’ or stages.
A radicalisation process can go very fast, taking place in a matter of weeks, or be a gradual
development spread over years, or anything in between. Some people may display all of
characteristics below, others just a few of them.
You don’t need to see the whole picture on your own- share your concerns.

On the Ground Floor
On the Ground Floor, individuals vulnerable to the influence of radical groups may be:
•

Searching for an identity. It is important to note that a search for identity is quite normal at
a certain age, but individuals who lack a sense of belonging may be particularly vulnerable to
radical influences. By delivering clear rules on behaviour and appearance, radical groups can
offer such individuals their desired sense of belonging.

•

Connected to someone within a radical group. An individual is at much higher risk of
radicalisation if a sibling, parent or close friends of theirs is known to belong to a radical
group.

•

The victim of discrimination. A young person who has experienced racism or witnessed
other ethnic, religious or political groups receive preferential treatment is likely to harbour
feelings of resentment. This person may view a radical group to offer a possible solution to
this grievance.

•

Make yourself available as a source of advice and support.

Do:
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•

Support the individual forming a stronger, positive identity. Show an interest in their talents
and hobbies and encourage them to further develop these skills. Engaging in sport, artistic
or musical activities can all provide a positive identity and open doors to other potential
social groups.

•

Be aware that a young person who has social connections to a radical group runs a higher
risk of being radicalised. Be extra attentive to their development. Where possible, discuss
their family or social situation with them, and/or other professionals indicated by TERRA’s
community approach framework – in particular, social workers, other youth workers and law
enforcement personnel.

•

Respond proactively to any reports of racism or discrimination. Explore the experience with
the person reporting it, to establish whether it is genuine, or the person has mistakenly
attributed a negative experience to racism. In this case, pointing out the difference between
real and experienced discrimination is vital. Again, discuss these cases with other members
of the community approach framework.

•

In cases in which you agree that discrimination has taken place, make it clear to the person
reporting it that legitimate means to redressing the balance are available, and make sure
that these are followed through. People who have experienced discrimination sometimes
have the tendency to feel that the negative emotions expressed by the person who
discriminated against them are common to their entire social group. Ensure that you
underline that the discrimination they have experienced is a one off, individual action.

On the First Floor
At this point, a vulnerable individual may:
•

Display a tendency to attribute a lack of success in fulfilling goals or ambitions not to
circumstances or personal failure, but to discrimination. For example, within a group of
secondary school students, all are instructed to find a work experience placement. If one of
the group is unsuccessful in finding a placement, he may feel that this is not due to a lack of
qualifications or a shortage of places, but to his group membership. These feelings may – or
may not – be vocalised by the vulnerable person.

•

Display a loss of belief in legitimacy in authority (school, police, government, etc.) These
feelings may – or may not- be vocalised.

•

Display a heightened awareness of group identities – for example using “us” versus “them”
terminology – and develop a sense of competition between groups. These feelings may – or
may not – be vocalised

•

Keep communication open and tolerant. On the first floor, the processes which the
vulnerable person is going through are mainly psychological ones, not yet really translated
into action. Unless an open dialogue is maintained, even if you see the person on a regular –
even daily- basis, you may not be aware that the seeds of a radicalisation process have been
sown. Your support and help at this moment could be crucial in preventing a further
deterioration.

Do:
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•

If you feel that an individual is attributing a lack of success to discrimination while no actual
discrimination has taken place, it is vital that you challenge and question the perception of
discrimination. Supporting attempts to improve the situation, for example, in the case given
above, by actively helping the student to find a work experience place with another
employer can be crucial in reaffirming a positive sense of identity and place in society.

•

Connecting the vulnerable person with role models from within their own group can be a
very positive step. This can challenge the idea that a lack of success can be attributed to
discrimination against that group.

•

Challenge a sense of “us versus them” and a lack of legitimacy of authority with counter
narratives, for example exploring the common ground between different groups, and
stressing the positive aspects of the group which the individual feels is experiencing
discrimination. Teaching critical thinking on these issues may give the vulnerable person
tools with which to analyse radical narratives that they will may be exposed to, especially on
the internet.

•

Emphasise the effectiveness of the group in achieving goals and realising ambitions. Where
possible create connections to positive role models.

On the Second Floor
At this stage, a vulnerable individual may:
•

Feel that their broad social group (friends, community, ethnic or religious group) is
ineffective in combating the discrimination which they experience or perceive that they are
experiencing.

•

Be especially receptive to the influences and ideas of new people or groups who share the
individual’s negative experience of wider society. This may involve accepting, in most cases
without a shred of evidence, bizarre conspiracy theories that absolve their community or
ethnic group of any fault (for example that 7/7 or 9/11 were ‘inside jobs’).

•

Seek a new group which provides a clear identity, and which the individual feels can be
effective in addressing perceived societal unfairness. It is unlikely that these feelings will be
vocalised, but membership of a new group will likely be confirmed by changes in the
individual’s appearance (according to the preferences of the group).

•

Come into contact with groups who are actively seeking new recruits. At this point in the
process the demand – for a group which provides a clear identity and a means through
which to address the perceived unfairness of society – is met with supply – groups actively
recruiting. This may be very visible in the form of new faces in the community, or new
groups hanging around schools, youth clubs or religious buildings (e.g. churches or
mosques).

•

Remain aware that changes – even fairly small changes – in appearance and in peer group,
could have a deeper significance than a normal adolescent search for identity. If you do
observe these, do not jump to conclusions, rather seek to discuss them with the individual,
so that communication about their process remains open.

Do:
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•

If an individual appears to be terminating relations with their normal peer group, see what
you can do to re-establish or support the relationship/s.

•

Bring the individual into contact with other groups which provide a clear identity and can
channel this sense of disadvantage in a positive way, for example, a sports club, voluntary
organisation, community group or (non-violent) religious organization.

•

Raise awareness of the tactics which may be used by terrorist groups in a recruitment
attempt, especially the use of biased and emotive narratives.

•

Involve law enforcement, social workers, other youth workers and religious leaders in
addressing groups which may be attempting to find new recruits by targeting a school or
youth club.

On the Third Floor
At this point, a vulnerable individual may show some fairly dramatic changes, such as:
•

Change in appearance. Once a group has been selected, the vulnerable individual tends to
feel a strong desire to confirm their membership of it. At this point in the process, the
individual is keen to draw attention to their membership of the group, and to take on the
clear identity it offers, so the change is often very visible. This might include adopting a
certain style of dress, letting a beard grow, or indeed shaving off all hair, displaying flags or
stickers, getting tattoos proclaiming affiliation to the group.

•

Change in identity, even in name, can take place.

•

Change in behaviour. In an attempt to affirm membership of the group to other group
members and to peer groups, family and friends, changes in behaviour such as giving up
drinking and smoking, and changing diet, may be noticeable. They may be very vocal in
support of the ideology of the group, and even challenge non-members who do not conform
to the behaviour suggested by the group.

•

Change in peer group. Individuals who have become involved with a radical group tend to
withdraw from their previous social and leisure activities, becoming increasingly involved in
activities connected with the group. This may include forming a new social group of friends
and associates.

•

An increased sense of anger at society, and greater withdrawal from it. While this view
may not be vocalised, most individuals at this point will share their views, partly to affirm
their group membership and possibly with an indirect goal of finding new recruits.

•

A sense that violence as a means of addressing unfairness within society is legitimate.
Again, most individuals at this point in the process are fairly vocal in their views.

•

Clear vocal definition of own group as opposed to other groups. Threatening behaviour
towards other groups.

•

Decline in performance at school can both indicate that a radicalisation process is underway
and accelerate such a process, by making an individual feel less and less at home in the
school environment and less inclined to attend.

Do:
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•

Take these signals seriously

•

Try to prevent the individual from becoming increasingly isolated. Maintain communication
as much as possible.

•

Where possible, discuss these changes with the vulnerable person’s family and peer group.
They may now be better positioned to maintain open communication with this person, and
challenge the choices they are making.

•

Try to re-establish contact with the old group of friends.

•

Refer to the individual’s identity before they began a radicalisation process, so that this
remains relevant, and the option of returning to it and re-embracing it remains possible.

•

Discuss the costs of membership of the group. For example, loss of opportunities for
development.

•

Involve law enforcement officers, other youth workers and social workers in sharing your
concerns about the vulnerable individual.

Don’t:
•

Make the individual feel as though they are being singled out for special attention. Their
sense of identity at this point may be extremely fragile, and a feeling of threat to it may
serve only to alienate them further still from what they already perceive as a hostile society.

On the Fourth Floor
At this stage, a vulnerable person may:
•

Abandon a more extreme “look” in an attempt to blend in with peers, so as to escape the
notice of law enforcement personnel and other professional groups.

•

Be less present and visible at school or in other organised activities as a result of their now
extreme connection with the radical group.

•

Make actual preparations for an attack, gathering supplies, carrying our reconnaissance.

•

Recruit and train new members of the group.

•

Become more extreme in expressions of hate about those who do not share their views,
for example challenging non-members who do not conform to the behaviour suggested by
the group.

•

Threaten other group members who try to leave the group.

•

Possess propaganda material, and/or produce written or video material about their
intentions.

•

Make sure that law enforcement personnel are aware of your concerns. It is at this point
that genuinely dangerous and violent activities may begin, so it really is crucial to inform the
police.

Do:

27

•

As much as you can, ensure that contact with the vulnerable person is not lost as a result of
their reduced presence at school, or participation in other activities.

Don’t:
•

Assume that abandoning of the “look” associated with the group necessarily means that the
person is taking a distance from the group and reintegrating. I.e. the reversal of changes to
their physical appearance does not necessarily mean that the individual has de-radicalised.
Quite the opposite might be happening.

On the Fifth and Final Floor
The vulnerable person is fully radicalised and an operational member of a group. An attack is
already planned and as a teacher or youth worker, your only role now can be to communicate
your concerns and observations to law enforcement personnel.
The vulnerable person may now:
•

Make a suicide video or letter

•

Remove all their money from the bank

•

Express extreme feelings of hate or intentions of violence towards those who do not share
their views.

Do:
Inform the police, urgently
Deterring young people from being drawn into extremism
It is possible that there may be ways to engage with young people and to deter them from being
influenced by extremists.
For example, you could:
•

•

•

Help young people develop an understanding and respect for other faiths and an
appreciation that there are many different interpretations and traditions within each
religion. This may help to make young people more resilient to the singular, narrowminded view of religious extremists who contend that there is only one acceptable
world view.
Encourage young people to develop communications or relationships with people from
other faiths or backgrounds, in order to develop empathy. For example, encouraging
open discussions of moral or ethical issues such as abortion in a healthy setting such as a
PSHCE lesson may develop open-mindedness and tolerance. This may help prevent the
dehumanisation of other people and cultures.
Expose young people to the real life experiences of those who have been involved in
extremism and now reject such approaches. This may deter young people from
following such a path.
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Section 7 – Religious Leaders
Dealing with radicalisation: Aims
These recommendations are intended for religious leaders who may be in regular contact with
members of the community.
After the course you should
-

Be more aware of the possibility that someone within your target group is at risk of
radicalising;

-

Know what some of the causes of this process might be;

-

Know what some of the possible signs of this process are;

-

Be aware of the other professional groups which could be involved in influencing this
process towards a positive outcome, and providing support both for you and for the person
you have concerns about;

-

Feel empowered to take action by making contact with those groups and by approaching the
person you feel may be vulnerable.

Why you?
•

Radicalisation is, essentially, a process of change,
connected to a quest for identity and meaning.

•

As someone working regularly with people searching for
meaning and guidance, your profession puts you in a
position where you may be confronted with signals of
possible radicalisation.

•

You may see people from your community change their
behaviour, appearance or interactions with you or with
their peer group.

Your potential role
•

In your profession, you fall within the innermost or second ring, close to the person who
may be at risk.

•

You see young people in your community growing up and gradually forming ideas and
beliefs about their position in society, and their own personal identity.

•

You are aware of their family context and you see them selecting peer groups.

•

You may be a person that they might turn to if they have questions about meaning, or if they
want to discuss certain aspects of religion.

29

•

We don’t want to suggest that you have to become an expert on terrorism – but you are
already an expert on teaching and caring for the people within you community, and through
that expertise you may be able to play a vital role.

•

With your expertise you can also add a lot of value to the network of professionals, like
social workers, teachers and police officers.

•

Your knowledge of cultural and religious customs and beliefs may help them interpret issues
they may have with a person in the right way, and chose an approach that is appropriate in
the given situation.

What to look out for
Although there is no specific checklist, there are some signs that a radicalisation process is
underway, and thus some behaviours you may be able to observe;
Be alert to changes in:
•
•

Attitude towards society and authority, which may be the outward expression of
psychological changes;
Clothing and appearance, which may be more visible at a later stage in the radicalisation
process.

Below, the possible signs have been divided into ‘floors’ or stages.
A radicalisation process can go very fast, taking place in a matter of weeks, or be a gradual
development spread over years, or anything in between. Some people may display all of
characteristics below, others just a few of them.
You don’t need to see the whole picture on your own- share your concerns.

On the Ground Floor: Identity quest and perceived injustice
Individuals who may be vulnerable to the influence of radical groups may be:
•

Searching for an identity. Young people who deal with a dual identity (for example, an
individual may be Muslim, but also feel British, or French, etc.) may particularly struggle with
identity. In traditionally led communities they often feel excluded when their issues are not
being addressed. Radical groups, which deliver clear rules on how to behave and dress, and
even what kind of music to listen to, can be very attractive to a young person who is seeking
a way to belong.

•

Connected to someone within a radical group

•

Experiencing discrimination, real or perceived. If a young person feels treated differently
due to the ethnic, religious or political group he belongs to, he or she is likely to feel
resentful. If no legitimate solution for this state of affairs is provided, this person may
eventually feel drawn to a radical group, in the hope that they can offer a solution.

Do:
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•

Invest in gaining trust. Trust in religious authority can no longer be taken for granted in the
younger generation. Only when trusted can you offer young people positive clues and a safe
environment to develop their identity. Support the search for identity in an inclusive and
compassionate way, offering a positive religious identity which emphasises the strength of
the religious community, and how an individual can contribute to it in a positive way.
Address the issues young people have to deal with.

•

Show an interest in hobbies and talents of the individual. Sporting, youth groups and social
activities can all provide a positive identity, and a potential social group. In fact, this is what
many religious communities already provide. It doesn’t need to be explicitly connected to
prevention of radicalisation – better not.

•

Be aware that a young person who has social or familial connections to a radical group runs
a higher risk of radicalising themselves. Be extra alert to their development. Where possible,
discuss their family or social situation with them. Where possible, discuss this case with
other professionals indicated by TERRA’s community approach framework.

•

Respond proactively to any reports of racism or discrimination. First, explore the experience
with the person reporting it. Is it genuine, or has the person mistakenly attributed a negative
experience to racism, when in fact circumstances were simply against them? In this case,
pointing out the difference between real and experienced discrimination is vital. Again,
discuss these cases with other members of the community approach framework.

•

In cases in which you agree that discrimination has taken place, make it clear to the person
reporting it that legitimate means to redressing the balance are available, and make sure
that these are followed through.

On the First Floor
At this stage, a vulnerable individual may:
•

Display a tendency to attribute a lack of success in fulfilling goals or ambitions not to
circumstances or personal failure, but to discrimination. For example, within a group of
secondary school students, all are instructed to find a work experience placement. If one of
the group is unsuccessful in finding a placement, he may feel that this is not due to a lack of
qualifications or a shortage of places, but to his group membership. These feelings may – or
may not – be vocalised by the vulnerable person.

•

Display a loss of sense of legitimacy in authority (school, police, government, etc.) These
feelings may – or may not- be vocalised. The individual may name new ideological leaders or
role models as more legitimate voices of influence.

•

Display a heightened awareness of group identities – for example using “us” versus “them”
terminology – and develop a sense of competition between groups. These feelings may – or
may not – be vocalised.

•

Feel that the broad social group (friends, community, ethnic or religious group) are
ineffective in combating the discrimination which they experience or perceive that they are
experiencing. They begin to look for groups which do provide a feeling that action to address
discrimination or deprivation as being taken. It is unlikely that these feeling will be vocalised.
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•

Have experienced an event that has a high impact on his or her life (for example the sudden
loss of someone close; a complex dilemma that puts cultural or religious values under
pressure; failure or a break up etc.). While in itself not a cause or reason for radicalisation,
such events can be considered a ‘tipping point’ or ‘catalyst event’ and may speed up
radicalisation processes.

•

As far as possible, keep communication open and tolerant. Do not ask young people to
choose one side all the time or to define themselves only in terms of religion or nationality.
On the first floor, the processes which the vulnerable person is going through are mainly
psychological ones, not yet really translated into action. Unless an open dialogue is
maintained, even if you see the person on a regular – even daily- basis, you may not be
aware that the seeds of a radicalisation process have been sown.

•

If you feel that an individual is attributing a lack of success to discrimination while no actual
discrimination has taken place, it is vital that you challenge and question the perception of
discrimination. Supporting attempts to improve the situation can be crucial in reaffirming a
positive sense of identity and place in society.

•

Connect the vulnerable person with role models from within their own group. This can
challenge the idea that a lack of success can be attributed to discrimination against that
group.

•

Challenge a sense of “us versus them” and a lack of legitimacy of authority with counter
narratives, for example exploring the common ground between different groups, and
stressing the positive aspects of the group which the individual feels is experiencing
discrimination. Teaching critical thinking on these issues may give the vulnerable person
tools with which to analyse radical narratives that they may get exposed to, especially on the
internet.

•

Make young people going through a hard time feel supported by you and the religious
community. Share your concerns about the possible impact of certain events with the other
professionals in your network. Especially when it touches the core of religious values, you
may have a better understanding of the real impact than they do. Your information may help
them to support the person in the right way, too

Do

On the Second Floor: Frustration and exploring new groups
At this stage, the demand- for a group which provides a clear identity and a means through which to
address the perceived unfairness of society- is met with supply- groups actively recruiting.
Once an individual joins a radical group, the individual may be keen to draw attention to their
membership. You may already be able to see some visible changes:
This can, for example, show itself verbally:
•

Association with a new group

•

Change in word choice (particularly when referencing other religious or ethnic groups)

•

Change in personal narrative
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•

Overtly critical or negative of the effectiveness, customs or beliefs of the group they used to
be part of

Or behaviourally:
•

Seeking or having frequent contact with leaders of radical groups

•

Change in religious practices, for example extreme increase in devotion, a stronger emphasis
on apocalyptic beliefs

•

Change of name, use of aliases

•

Increase in the time spent on religious or radical websites on the internet

Or physically, in their appearance:
•

Change in clothing style

•

Change in hair style, including facial hair

•

The use of symbols on clothes or personal attributes (could include tattoos)

Recruitment by extremist groups may also be detectable:
•

When recruitment is taking place, this is may be visible in the form of new faces in the
community, or new groups hanging around places of worship.

•

Recruiters may take advantage of mosques for ‘talent-spotting’ and as points of first contact,
but once a contact has been established, they move away from the mosque and continue
the recruitment in closed locations, such as private flats and makeshift prayer halls. So,
when young people suddenly or gradually withdraw from the community, this may also
ring bells.

•

Remain aware that even fairly small changes in appearance and in peer group could have a
deeper significance than a normal adolescent search for identity. If you do observe these,
seek to discuss them with the individual, so that communication about their process remains
open.

•

When a person starts challenging your beliefs and values, be open for sincere discussion. Do
not just stick to the cognitive level, also pay attention to the emotions, behaviours and
group processes that come along. In itself, ideology won’t cause radicalisation. Yet, as a
vehicle for group bonding or legitimating aggressive feelings, it can be an influential
dimension of radicalisation processes.

•

Raise awareness of the tactics which may be used by extremist groups in a recruitment
attempt, especially the use of biased and emotive narratives.

•

Involve law enforcement, social workers, and youth workers in addressing groups which may
be attempting to find new recruits by targeting a place of worship.

•

When you suspect a group within your religious community (e.g. mosque) of radicalisation
or recruitment, it is recommended not to send them away for fear of the authorities, but to
stay in touch with the group and prevent them from becoming isolated.

Do:

Don’t:
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•

Make the individual feel singled out. With an already fragile identity, they may be alienated
further from what they already perceive to be a hostile society.

On the Third Floor: Integration into the extremist group and confirmation of membership
At this point in the process, the individual is keen to take on the clear identity the new group. The
change is often very visible, particularly those mentioned above (change in physical appearance,
behaviour and language).
There are other possible changes that may point to membership of an extremist group:
•

Increasing commitment to the rules of the group, such as giving up drinking and smoking, or
changing diet.

•

Forcing those rules on others, or challenging non-members who do not behave conform to
the behaviour suggested by the group.

•

Participation in closed meetings.

•

Possession of propaganda material.

•

Withdrawal from their previous social and leisure activities, becoming increasingly involved
in activities connected with the new group.

•

An increased sense of anger at society, and less participation in it. Most individuals at this
point will share their views, partly to affirm their group membership and possibly with an
indirect goal of finding new recruits.

•

A sense that violence as a means of addressing unfairness within society is legitimate. Again,
most individuals at this point in the process are fairly vocal in their views. They may also
commit minor crimes to express their disrespect for authorities.

•
•

Take these signals seriously.
Try to prevent the individual from becoming any further isolated, for example by
maintaining communication or encouraging them to resume social and leisure activities.
Discuss the costs of membership of the group. For example, losing old friends.
Where possible, discuss any of these observed changes with the family or peer group of the
individual- they may be in a better position to maintain communication and challenge the
choices being made by the individual.
Share your concerns with law enforcement officers, other youth workers and social workers,
even if the individual has left or lost all contact with the community.

Do:

•
•

•

On the Fourth Floor: Consolidation and further radicalisation
At this stage, the individual may believe more and more in the legitimacy of the actions and views of
the radical group, will likely now be very sensitive to indoctrination and more obsessive about the
group’s goals and preparation for (violent) action.
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At this point, the individual’s activities may take place outside your view. If, however, you are still in
contact with the person, you might see him or her:
•

Abandon a more extreme “look”, so as to escape the notice of law enforcement personnel
and other professional groups

•

Glorify martyrdom or violence

•

Recruit and train new members of the group

•

Become more extreme in expressions of hate about those who do not share their views

•

Threaten other group members who try to leave the group

•

Produce written or video material about his or her intentions

•

Making preparations for or actually going on training travel

•

(Planning to) travel to a foreign country to join in a war

•

Make sure that law enforcement personnel are aware of your concerns. It is at this point
that genuinely dangerous and violent activities may begin, so it’s really crucial to inform the
police.

Do:

Don’t:
•

Assume that abandoning of the “look” associated with the group necessarily means that the
person is taking a distance from the group and reintegrating. I.e. the reversal of changes to
their physical appearance does not necessarily mean that the individual has de-radicalised.
Quite the opposite might be happening.

Your other possible role: Supporting the parents of a vulnerable individual
Parents are often the first to see the warning signs, but may be unsure of how best to respond.
They may come to you for advice. For example, they may:
•
•
•
•

Feel they lack the knowledge to counter their child’s radical narratives.
Be unsure of who else to talk to, possibly fearing the consequences of speaking to police or law enforcement.
Fear the loss of contact with their child.
Fear the capabilities of their child.

In such a situation, make sure that you:
•
•
•
•
•

Take them seriously. Do not be dismissive.
Don’t rush to reassure them- there could be something serious behind their concerns.
Provide a safe space for them to discuss their worries.
Help them find the right tone and arguments to discuss ideology with their child.
Discuss the possibility of using your network (i.e. teachers and youth workers, police, etc.) to find appropriate support for them,
and whether they are happy for you to do so.

Be aware of the de-radicalisation options in your country, so that you may be able to appropriately advise parents as and when necessary.
For example, some countries offer family programs for de-radicalisation.

 Included in the Terra manual
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Section 8 – Police Officers
Dealing with radicalisation: Aims
These recommendations are intended for Community Police Officers.
After the course, you should:
•

Be more aware of the possibility that someone within your target group is at risk of
radicalising;

•

Know what some of the causes of this process might be;

•

Know what some of the possible signs of this process are;

•

Be aware of the other professional groups which could be involved in influencing this
process towards a positive outcome, and providing support both for you and for the person
you have concerns about;

•

Feel empowered to take action by making contact with those groups and by approaching the
person you feel may be vulnerable.

Making contact with law enforcement agencies plays a crucial role in this approach, allowing these
professional groups both to share their concerns and receive support, to give law enforcement
agencies an insight into the community which may otherwise have been unavailable to them.

Why you?
The police have a manifold role in this system.
•

You can use the information to play a very practical
role in crime prevention, where necessary acting upon
the information you have received.

•

For more guidance on this we refer you to the
materials produced by the European project COPPRA
(COPPRA 2010), which contains detailed information
about types of radicalisation, symbols and logos used
by various groups active in Europe, and suggestions
about how and when to use this information.

•

You also have an interactive role in the community.

Your potential role
COPPRA suggests that the police use their engagement with the broader community to build
confidence and provide a place in which community concerns and fears over radicalisation can be
expressed.
There are six key ways in which this can be achieved:
1. Attentiveness - the police should attend to their citizens’ problems and ‘be present’.
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2. Reliability - there needs to be a degree of predictability about what the police do.
3. Responsiveness - the police should provide a client-centered service that is reassuring to
their public
4. Competence - the public respects a police organization that can get the job done and where
this cannot be done, the public respects a police force that clearly and honestly explains
why.
5. Manners - far more significant than what the police accomplish, is how they treat people on
an interpersonal basis.
6. Fairness - the police should treat all people fairly.
In addition to interaction with the broader community, police can provide help and support for other
professionals in the network who have concerns about groups and individuals, thus playing a crucial
role in a fully integrated community approach.
Although there is no specific checklist, there are some signs of radicalisation that you and other
professionals in your network may be able to spot. For example, a change in attitude towards
authority or, at a later stage, change in physical appearance according to the preferences of the
radical group.
Below, the possible signs have been divided into ‘floors’ or stages.
A radicalisation process can go very fast, taking place in a matter of weeks, or be a gradual
development spread over years, or anything in between. Some people may display all of the
characteristics below, others just a few of them.

On the Ground Floor
On the Ground Floor, individuals vulnerable to the influence of radical groups may be:
•

Searching for an identity. It is important to note that a search for identity is quite normal at
a certain age, but individuals who lack a sense of belonging may be particularly vulnerable to
radical influences. By delivering clear rules on behaviour and appearance, radical groups can
offer such individuals their desired sense of belonging.

•

Connected to someone within a radical group. An individual is at much higher risk of
radicalisation if a sibling, parent or close friends of theirs is known to belong to a radical
group.

•

The victim of discrimination. A young person who has experienced racism or witnessed
other ethnic, religious or political groups receive preferential treatment is likely to harbour
feelings of resentment. This person may view a radical group to offer a possible solution to
this grievance.

•

Be aware that a young person who has social or familial connections to a radical group runs
a higher risk of radicalising themselves. Be extra alert to their development. Where possible,
discuss their family or social situation with them. Where possible, discuss this case with
other professionals indicated by TERRA’s community approach framework – social workers,
other youth workers and teachers may be especially relevant.

Do:
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•

Respond proactively to any reports of racism or discrimination. First, explore the experience
with the person reporting it. Is it genuine, or has the person mistakenly attributed a negative
experience to racism, when in fact circumstances were simply against them? In this case,
pointing out the difference between real and experienced discrimination is vital. Again,
discuss these cases with other members of the community approach framework.

•

In cases in which you agree that discrimination has taken place, make it clear to the person
reporting it that legitimate means to redressing the balance are available, and make sure
that these are followed through. People who have experienced discrimination sometimes
have the tendency to feel that the negative emotions expressed by the person who
discriminated against them are common to their entire social group. Ensure that you
underline that the discrimination they have experienced is a one off, individual action.

On the First Floor
At this point, a vulnerable individual may:
•

Display a tendency to attribute a lack of success in fulfilling goals or ambitions not to
circumstances or personal failure, but to discrimination. For example, within a group of
secondary school students, all are instructed to find a work experience placement. If one of
the group is unsuccessful in finding a placement, he may feel that this is not due to a lack of
qualifications or a shortage of places, but to his group membership. These feelings may – or
may not – be vocalised by the vulnerable person.

•

Display a loss of belief in legitimacy in authority (school, police, government, etc.) These
feelings may – or may not- be vocalised.

•

Display a heightened awareness of group identities – for example using “us” versus “them”
terminology – and develop a sense of competition between groups. These feelings may – or
may not – be vocalised

•

If you feel that an individual is attributing a lack of success to discrimination while no actual
discrimination has taken place, it is vital that you challenge and question the perception of
discrimination. Supporting attempts to improve the situation can be crucial in reaffirming a
positive sense of identity and place in society.

•

Connecting the vulnerable person with role models from within their own group can be a
very positive step. This can challenge the idea that a lack of success can be attributed to
discrimination against that group.

•

Challenge a sense of “us versus them” and a lack of legitimacy of authority with counter
narratives, for example exploring the common ground between different groups, and
stressing the positive aspects of the group which the individual feels is experiencing
discrimination.

•

Emphasise the effectiveness of the group in achieving goals and realising ambitions.

Do:

On the Second Floor
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At this stage, a vulnerable individual may:
•

Feel that their broad social group (friends, community, ethnic or religious group) ineffective
in combating the discrimination which they experience or perceive that they are
experiencing.

•

Be especially receptive to the influences and ideas of new people or groups who share the
individual’s negative experience of wider society.

•

Seek a new group which provides a clear identity, and which the individual feels can be
effective in addressing perceived societal unfairness. It is unlikely that these feelings will be
vocalised, but membership of a new group will likely be confirmed by changes in the
individual’s appearance (according to the preferences of the group).

•

Come into contact with groups who are actively seeking new recruits. At this point in the
process the demand – for a group which provides a clear identity and a means through
which to address the perceived unfairness of society – is met with supply – groups actively
recruiting. This may be very visible in the form of new faces in the community, or new
groups hanging around schools, youth clubs or religious buildings (e.g. churches or
mosques).

•

Remain aware that changes – even fairly small changes – in appearance and in peer group,
could have a deeper significance than a normal adolescent search for identity. If you do
observe these, seek to discuss them with the individual, so that communication about their
process remains open.

•

Bring the individual into contact with other groups which provide a clear identity and can
channel this sense of disadvantage in a positive way, for example, a sports club, voluntary
organisation, community group or (non-violent) religious organizations.

•

Raise awareness of the tactics which may be used by terrorist groups in a recruitment
attempt, especially the use of biased and emotive narratives.

•

Involve and inform teachers, social workers, other youth workers and religious leaders in
addressing groups which may be attempting to find new recruits by targeting a school or
youth club.

Do:

On the Third Floor
At this stage, a vulnerable individual might show some more dramatic changes, such as:
•

Change in appearance. Once a group has been selected, the vulnerable individual tends to
feel a strong desire to confirm their membership of it. At this point in the process, the
individual is keen to draw attention to their membership of the group, and to take on the
clear identity it offers, so the change is often very visible. This might include adopting a
certain style of dress, letting a beard grow, or indeed shaving off all hair, displaying flags or
stickers, getting tattoos proclaiming affiliation to the group.

•

Change in identity, even in name, can take place.
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•

Change in behaviour. In an attempt to affirm membership of the group to other group
members and to peer groups, family and friends, changes in behaviour such as giving up
drinking and smoking, and changing diet, may be noticeable. They may be very vocal in
support of the ideology of the group, and even challenge non-members who do not conform
to the behaviour suggested by the group.

•

Change in peer group. Individuals who have become involved with a radical group tend to
withdraw from their previous social and leisure activities, becoming increasingly involved in
activities connected with the group. This may include forming a new social group of friends
and associates.

•

An increased sense of anger at society, and greater withdrawal from it. While this view
may not be vocalised, most individuals at this point will share their views, partly to affirm
their group membership and possibly with an indirect goal of finding new recruits.

•

A sense that violence as a means of addressing unfairness within society is legitimate.
Again, most individuals at this point in the process are fairly vocal in their views.

•

Clear vocal definition of own group as opposed to other groups. Threatening behaviour
towards other groups.

•

Take these signals seriously

•

Try to prevent the individual from becoming increasingly isolated. Maintain communication
as much as possible.

•

Where possible, discuss these changes with the vulnerable person’s family and peer group.
They may now be better positioned to maintain open communication with this person, and
challenge the choices they are making.

•

Discuss the costs of membership of the group. For example, personal danger.

•

Involve teachers, other youth workers and social workers in sharing your concerns about the
vulnerable individual.

Do:

On the Fourth Floor
At this stage, the individual may believe more and more in the legitimacy of the actions and views of
the radical group, will likely now be very sensitive to indoctrination and more obsessive about the
group’s goals and preparation for (violent) action.
The radical individual may:
•

Abandon a more extreme “look” in an attempt to blend in with peers, so as to escape the
notice of law enforcement personnel and other professional groups.

•

Be less present and visible at school or in other organised activities as a result of their now
extreme connection with the radical group.

•

Make actual preparations for an attack, gathering supplies, carrying our reconnaissance.

•

Recruit and train new members of the group.
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•

Become more extreme in expressions of hate about those who do not share their views,
for example challenging non-members who do not conform to the behaviour suggested by
the group.

•

Threaten other group members who try to leave the group.

•

Possess propaganda material, and/or produce written or video material about their
intentions.

•

Prepare for intervention, or intervene. It is at this point that genuinely dangerous and violent
activities may begin.

Do:

Don’t:
•

Assume that abandoning of the “look” associated with the group necessarily means that the
person is taking a distance from the group and reintegrating. This may in fact be true – but
quite the opposite might be happening, too.

On the Fifth and Final Floor
The vulnerable person is fully radicalised and an operational member of a group. An attack is
already planned and as Community Police Officer, your only role now can be to communicate your
concerns and observations to other law enforcement personnel.
The vulnerable person may now:
•

Make a suicide video or letter

•

Remove all their money from the bank

•

Express extreme feelings of hate or intentions of violence towards those who do not share
their views.

Do:
Act upon this information, urgently.
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Section 9 – Prison, Probation and Parole Officers
Dealing with radicalisation: Aims
These recommendations are intended for Prison, Probation and Parole Officers.
After the course, you should:
•

Be more aware of the possibility that someone within your target group is at risk of
radicalising;

•

Know what some of the causes of this process might be;

•

Know what some of the possible signs of this process are;

•

Be aware of the other professional groups which could be involved in influencing this
process towards a positive outcome, and providing support both for you and for the person
you have concerns about;

•

Feel empowered to take action by making contact with those groups and by approaching the
person you feel may be vulnerable.

Making contact with law enforcement agencies plays a crucial role in this approach, allowing these
professional groups both to share their concerns and receive support, to give law enforcement
agencies an insight into the community which may otherwise have been unavailable to them.

Why you?
•

•

•

•

•

Your profession as a Prison, Probation or Parole Officer puts you in the first or second ring,
seeing the individual who may be vulnerable to radicalisation on a frequent (if not daily)
basis.
While not an expert on terrorism, you are an expert on the people you are dealing with
professionally, and through that expertise you may be
able to play a key role.
For example, you may hear what is on prisoners’ minds,
know who their friends are (and observe any changes),
and possibly witness the influence of prisoners with
political views.
Some experts suggest that people in prison can be
especially involved with a search for meaning and
identity – as imprisonment can result in isolation and
personal crisis - and feel a need for physical protection,
which can be offered by group membership. Both of these factors can
render an individual especially vulnerable to radicalisation. (Neumann 2010).
There is further evidence that prisons have become a front line in the fight against
extremism. Although no one seems to be able to explain why it is happening, academics
have noted the increasing trend of conversion to Islam within prisons, and the fact that
some prisons across Europe have seen the formation of radical Islamic groups (Neumann
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and Rogers 2007). Those convicted of terrorist offences - Islamist or otherwise - enter the
prison with certain degree of notoriety, and can even enjoy a hero’s welcome and a special
place within the prison society (Neumann and
Rogers 2007 and McAuley, Tonge and Shirlow 2010).
This can make it easy for them to recruit new members and increase a radicalisation
problem within the prison housing them.

Your potential role
Because of recent trends of radicalisation within the prison system, some authors (Neumann 2010)
have identified various factors which can be helpful for professionals within this system to be aware
of.
External Influences:
•

Most prisons screen the resources which are being sent to prisoners, but there have been a
few cases in which prisoners have been contacted with radical books, videos or websites. It
is vital to stick to screening procedure and to investigate any instances where this has been a
problem.

Internal Influences:
•

If known terrorists are kept within a prison, there is a higher risk factor within it, as terrorist
prisoners can in some cases enjoy a “hero” status and use their influence to convert and
convince their fellow in mates. It is important to monitor the social interactions of any such
prisoners housed within your institution.

Radical Gangs:
•

•

Gang culture has a long history within the prison system and seems to stem from a variety of
factors, including the need for group protection of physical safety. In some instances these
gangs have assumed a political identity which can take a radical form.
In case you notice any of these three factors, it is important that you both monitor them,
and communicate about them with the network around you.

After Prison:
•

As a period of time in prison has been identified by several authors as a potential moment of
vulnerability for radicalisation, it is advisable to maintain contact with people who have been
in prison as they move from prison out into the community once more. (Olsen 2008).

Although there is no specific checklist, there are some signs of radicalisation that you and other
professionals in your network may be able to spot. For example, a change in attitude towards
authority or, at a later stage, change in physical appearance according to the preferences of the
radical group.
Below, the possible signs have been divided into ‘floors’ or stages.
A radicalisation process can go very fast, taking place in a matter of weeks, or be a gradual
development spread over years, or anything in between. Some people may display all of
characteristics below, others just a few of them.
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On the Ground Floor
On the Ground Floor, individuals vulnerable to the influence of radical groups may be:
•

Searching for an identity. It is important to note that a search for identity is quite normal at
a certain age, but individuals who lack a sense of belonging may be particularly vulnerable to
radical influences. By delivering clear rules on behaviour and appearance, radical groups can
offer such individuals their desired sense of belonging.

•

Brought up in an environment where violence is an accepted means to solve problems or
display power.

•

Connected to someone within a radical group. An individual is at much higher risk of
radicalisation if a sibling, parent or close friends of theirs is known to belong to a radical
group.

•

The victim of discrimination. A young person who has experienced racism or witnessed
other ethnic, religious or political groups receive preferential treatment is likely to harbour
feelings of resentment. This person may view a radical group to offer a possible solution to
this grievance.

•

Provide support in forming a stronger positive identity. Show an interest in hobbies and
talents of the individual. Sporting, artistic or musical talents can all provide a positive
identity, and a potential social group. Even within a prison context, individual interests and
talents can be nurtured.

•

Be aware that someone who has social or familial connections to a radical group runs a
higher risk of radicalising themselves. Be extra alert to their development. Where possible,
discuss their family or social situation with them. Where possible, discuss this case with
other professionals indicated by TERRA’s community approach framework – social workers,
other youth workers and law enforcement personnel may be especially relevant.

•

Respond proactively to any reports of racism or discrimination. First, explore the experience
with the person reporting it. Is it genuine, or has the person mistakenly attributed a negative
experience to racism, when in fact simply circumstances were against them? In this case,
pointing out the difference between real and experienced discrimination is vital. Again,
discuss these cases with other members of the community approach framework.

•

In cases in which you agree that discrimination has taken place, make it clear to the person
reporting it that legitimate means to redressing the balance are available, and make sure
that these are followed through. People who have experienced discrimination sometimes
have the tendency to feel that the negative emotions expressed by the person who
discriminated against them are common to their entire social group. Ensure that you
underline that the discrimination they have experienced is a one off, individual action.

Do:

On the First Floor
At this stage, a vulnerable individual may:
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•

Display a tendency to attribute a lack of success in fulfilling goals or ambitions not to
circumstances or personal failure, but to discrimination. For example, within a group of
secondary school students, all are instructed to find a work experience placement. If one of
the group is unsuccessful in finding a placement, he may feel that this is not due to a lack of
qualifications or a shortage of places, but to his group membership. These feelings may – or
may not – be vocalised by the vulnerable person.

•

Display a loss of sense of legitimacy in authority (school, police, government, etc.) These
feelings may – or may not- be vocalised. The individual may name new ideological leaders or
role models as more legitimate voices of influence.

•

Display a heightened awareness of group identities – for example using “us” versus “them”
terminology – and develop a sense of competition between groups. These feelings may – or
may not – be vocalised.

•

Be especially receptive to ideas from people or groups who share their negative
experience of the wider society. In particular, individuals who recognise the sense of being
disadvantaged and talk about fighting it. New friendships may develop with such individuals.

•

Search for a group which can provide them a clear identity. Some changes such as their
dress or hairstyle may be visible at this point but will only really become clear at the next
stage, upon gaining membership of the group.

•

As far as possible, keep communication open and tolerant. On the first floor, the processes
which the vulnerable person is going through are mainly psychological ones, not yet really
translated into action. Unless an open dialogue is maintained, even if you see the person on
a regular – even daily- basis, you may not be aware that the seeds of a radicalisation process
have been sown. Your support and help at this moment could be crucial in preventing a
further deterioration.

•

If you feel that an individual is attributing a lack of success to discrimination while no actual
discrimination has taken place, it is vital that you challenge and question the perception of
discrimination. Supporting attempts to improve the situation can be crucial in reaffirming a
positive sense of identity and place in society.

•

Connecting the vulnerable person with role models from within their own group can be a
very positive step. This can challenge the idea that a lack of success can be attributed to
discrimination against that group.

•

Challenge a sense of “us versus them” and a lack of legitimacy of authority with counter
narratives, for example exploring the common ground between different groups, and
stressing the positive aspects of the group which the individual feels is experiencing
discrimination. Teaching critical thinking on these issues may give the vulnerable person
tools with which to analyse radical narratives that they may be exposed to, especially on the
internet.

•

Emphasise the effectiveness of the group in achieving goals and realising ambitions. Where
possible create connections to positive role models.

Do:
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On the Second Floor
At this stage, a vulnerable individual might show some more dramatic changes, such as:
•

Change in appearance. Once a group has been selected, the vulnerable individual tends to
feel a strong desire to confirm their membership of it. At this point in the process, the
individual is keen to draw attention to their membership of the group, and to take on the
clear identity it offers, so the change is often very visible. This might include adopting a
certain style of dress, letting a beard grow, or indeed shaving off all hair, displaying flags or
stickers, getting tattoos proclaiming affiliation to the group.

•

Change in identity, even in name, can take place.

•

Change in behaviour. In an attempt to affirm membership of the group to other group
members and to peer groups, family and friends, changes in behaviour such as giving up
drinking and smoking, and changing diet, may be noticeable. They may be very vocal in
support of the ideology of the group, and even challenge non-members who do not conform
to the behaviour suggested by the group.

•

Change in peer group. Individuals who have become involved with a radical group tend to
withdraw from their previous social and leisure activities, becoming increasingly involved in
activities connected with the group. This may include forming a new social group of friends
and associates.

•

They are very clear in defining their own group in contrast to others. May speak or behave
in a threatening manner towards or about other groups.

•

Remain aware that changes – even fairly small changes – in appearance and in peer group,
could have a deeper significance than a normal adolescent search for identity. If you do
observe these, seek to discuss them with the individual, so that communication about their
process remains open.

•

If the individual is already back in the community, bring them into contact with other groups
or activities which provide a clear identity and can channel this sense of disadvantage in a
positive way, for example, a sports club, voluntary organisation, community group or (nonviolent) religious organisations. To a more limited degree, these measures could possibly
also be applied to someone still within the prison system.

•

Raise awareness of the tactics which may be used by terrorist groups in a recruitment
attempt, especially the use of biased and emotive narratives.

•

If you feel that an individual is being targeted by recruiters, involve law enforcement, social
workers, other youth workers and religious leaders.

Do:

Don’t:
•

Make the individual feel singled out. With an already fragile identity, they may be alienated
further from what they already perceive to be a hostile society.
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On the Third Floor
At this point in the process, the individual is keen to take on the clear identity the new group. The
change is often very visible, particularly those mentioned above (change in physical appearance,
behaviour and language).
There are other possible changes that may point to membership of an extremist group:
•

An increased sense of anger at society, and greater withdrawal from it. While this view
may not be vocalised, most individuals at this point will share their views, partly to affirm
their group membership and possibly with an indirect goal of finding new recruits.

•

Forcing those rules on others, or challenging non-members who do not behave conform to
the behaviour suggested by the group.

•

Participation in closed meetings.

•

Possession of propaganda material.

•

Become more extreme is expressions of hate about those who do not share their views.

•

Threaten other members who try to leave the group.

•

Take these signals seriously

•

Try to prevent the individual from becoming increasingly isolated. Try to prevent the
individual from becoming increasingly isolated. Possibly try to re-establish contact with the
old friends.

•

Try to ensure that the individual’s withdrawal from meetings or activities does not result in a
loss of communication.

•

Where possible, discuss these changes with the vulnerable person’s family and peer group.
They may now be better positioned to maintain open communication with this person, and
challenge the choices they are making.

•

Discuss the costs of membership of the group. For example, getting on the wrong side of the
law (again).

•

Make sure that law enforcement personnel are aware of your concerns. This is vital because,
at this point, genuinely dangerous and violent activities may begin.

Do:

Don’t:
•

Make the individual feel as though they are being singled out for special attention. Their
sense of identity at this point may be extremely fragile, and a feeling of threat to it may
serve only to alienate them yet further from what they already perceive as a hostile society.

On the Fourth Floor
At this stage, the individual may believe more and more in the legitimacy of the actions and views of
the radical group, will likely now be very sensitive to indoctrination and more obsessive about the
group’s goals and preparation for (violent) action.
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The individual may:
•

Abandon a more extreme “look”, so as to escape the notice of law enforcement personnel
and other professional groups

•

Recruit and train new members of the group

•

Develop even more extreme feelings of hate or possibly intentions of violence towards those
who do not share their views.

•

Produce written or video material about his or her intentions

•

Making preparations for an attack. For example, gathering supplies.

•

Make sure that law enforcement personnel are aware of your concerns. It is at this point
that genuinely dangerous and violent activities may begin.
As much as you can, ensure that contact with the vulnerable person is not lost as a result of
their reduced presence at meetings, or participation in other activities.

Do:

•
Don’t:
•

Assume that abandoning of the “look” associated with the group necessarily means that the
person is taking a distance from the group and reintegrating. This may in fact be true – but
quite the opposite might be happening, too.

On the Fifth and Final Floor
The vulnerable person is fully radicalised and an operational member of a group. An attack is
already planned and as a teacher or youth worker, your only role now can be to communicate
your concerns and observations to law enforcement personnel.
The vulnerable person may:
•

Make a suicide video or letter

•

Remove all their money from the bank

•

Express extreme feelings of hate or intentions of violence towards those who do not share
their views.

•

Act upon this information, urgently.

Do:
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Section 10 – Journalists
How are Reporting and Radicalisation Connected?
Dealing with radicalisation: Aims
These recommendations are intended for journalists.
It is in no way our intention to state that it’s your task to change society or individuals, or to appoint
you as a combatant of radicalisation, but you can make an important difference, for example by
maintaining balance, telling a story from different sides and avoiding overly emotional language or
labels.
After the course, you should:
•

Be aware of how reporting on some aspects of society might influence radicalisation
processes in Europe;

•

Be aware of the role media play in radicalisation processes and to what extent they can or
should take responsibility.

What is radicalisation and how is it relevant to journalism?
Whenever individuals are unable to find a way to address their grievances by the normally accepted
ways of social regulation (such as dialogue, legal process, democracy and tolerance), they seek
alternative routes, thus taking a step in the process of radicalisation. This can be the case for
minorities who feel marginalised or discriminated against, but also for majorities who feel
threatened, for example by immigrants or minority groups.
Research shows that there are lots of factors which can push someone towards radicalisation.
It may be a personal issue – essentially a search for identity or meaning, or a personal trauma which
triggers drastic change – but the fact that the social context plays a vital role in dictating how this
process progresses, and on the narratives which feed it, is undeniable.
Journalists can play a crucial role in this area.
Three aspects of responsible reporting will be explored in greater detail, resulting in some points for
reflection and recommendations for further reading:
1. Sensitive reporting on minorities
2. Fair and balanced reporting of issues around terrorism and radicalisation
3. Responsible techniques for interviewing victims and witnesses of shocking events.
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Sensitive reporting on ethnicity and religion
Journalists’ reporting style, such as their choice of tone or language, may influence public opinion on
a range of issues. This includes shaping the views and perceptions of different individuals or groups,
both in terms of how they see themselves and others.
Journalists also have the power to reinforce or break down negative stereotypes of different groups,
particularly religious, ethnic and/or minority groups.
Reporting on minorities may negatively influence radicalisation processes:
•

•
•

•

•

•

Stereotypes are often present in the media; a connection may be made between an
individual or group’s negative actions and their cultural or religious background (which is
often of no relevance).
For example, in Greece, Italy and France, journalists point to immigration as a highly
politicized social problem that is hard to deal with objectively (Rupar 2012).
Journalists’ confirmation of the existing (but not preferred) status quo may add to
grievances, consolidate or even fuel nationalism, or otherwise contribute to inter-group
tensions.
The media neglecting injustices suffered by a group can add to their grievances, and at the
same time, the media over representing another group may result in a perceived imbalance,
further adding to a group’s grievances.
The neglect by the media of the injustices suffered by a group may serve to add to that
group’s grievances. This may be exacerbated by what the group views to be the
overrepresentation of another group by the media.
A journalistic or reporting style which underlines a sense of ‘us and them’ or ‘good and bad’
may reinforce polarisation between groups within society.

If journalists are careful to present both sides of a story, separate fact from opinion, and watch their
language and tone, reporting on minorities may actually positively influence radicalisation
processes:
•
•
•

•
•

According to journalists interviewed by Rupar (2012), what is needed is to achieve a balance
between two main efforts in reporting on diversity issues- informing and reporting.
Educating your audience by raising awareness of diversity and stimulating public debate on
discrimination may serve to reduce inter-group tensions.
Never be satisfied with presenting one side of a story. Be sure to interview sources with
opposing viewpoints to prevent the story from giving readers a distorted version of an
event.
Presenting the bigger picture when reporting on minorities may dispel negative stereotypes
and perceptions of groups.
Conscious framing is an important tool used by journalists:
• The media have proved to have the power to shape public opinion by using frames
that emphasize specific facts or values within a story (Hoewe, Bowe and Zeldes 2010).
• These ‘episodic frames’ focus primarily on provocative or salient aspects of an event;
for example, in September 2015 the global media featured the provocative image of
Aylan Kurdi’s body washed up on a beach, which powerfully moved the public and
opened discussion on the world refugee crisis.
• When reporting on sensitive subjects such as minorities, ‘thematic frames’ can more
appropriately show the bigger picture, for instance providing statistics, expert analysis
or other relevant background information (Tiegreen and newman 2008).
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•
•

Avoid a rhetoric in which a sense of ‘us and them’ is underlined.
Avoid connecting negative actions or provocative statements an individual/group’s cultural
or religious background, unless it is of direct relevance. If the relevance has not yet become
clear, do not mention it.

Balanced reporting of issues surrounding terrorism
It is difficult for journalists to report on terrorism:
•

•

•

•

•

•
•

On the one hand, journalists may want to inform the public about what is going on around
them, and in turn the public may wish to be informed. On the other hand, however, the
media is frequently termed the oxygen of terrorism and thus journalists may not wish to be
the mouthpiece for the views of terrorists.
Coverage of terrorist acts could feed the thrill-seeking tendency of young men at risk of
radicalisation by portraying terrorist activity as exciting. It is possible that such young men
may be pushed in the direction of radical behaviour. Coverage of attacks should therefore
avoid feeding such thrill seeking tendencies.
Reporting on an attack and interviewing victims may influence the way a community reacts
to the drama. This is especially so in the case of separatist attacks in areas where conflicts
are deeply rooted and touching complete communities, which may inspire desire for
revenge.
In extreme circumstances, for instance a threat to national security (such as following 9/11
or 7/7), media can become overly nationalist or patriotic, which may heighten integration
problems for ethnic minority groups.
There is often a tendency to immediately relate a new attack to previous attacks, without
having the full information about the new attack. This happened immediately after the
bomb attack in Norway by Anders Breivik: the international media immediately linked the
attack to the Madrid and London bombings, unnecessarily heightening suspicion of Islamist
groups, which may have strengthened radical groups’ narratives on enmity. It is therefore
important to be aware that existing experiences or misconceptions may alter interpretations
of certain events.
Detailed references to planned or current anti-terrorist actions may inspire radical groups
and harm the counter-terrorism approach.
However, presenting terrorist attacks as criminal acts makes it subject to laws and justice,
which may reduce the perceived power of the terrorists.
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Section 11 – Local and National Government
Dealing with radicalisation: Aims
These recommendations are intended for local government workers and national policy makers.
After the course, you should:
•
•
•
•

Be aware of radicalisation, its origins and impacts at local level;
Be aware that a preventative approach to radicalisation can enhance security within your
council area, and help to protect and support the citizens within your care;
Understand the community approach to tackling radicalisation, which professionals could be
included in your network, and how to sustain such an approach;
Understand how national policy can support this.

Local Government
Why you?
TERRA proposes a community based approach in which professionals from different disciplines meet
on a regular basis to discuss radicalisation in their area.
Your support is vital to achieving and maintaining contact between these professional groups.
Your potential role
In order to recognise and address the problem of radicalisation, a broad and holistic approach is
needed. Assembling a network which can share its concerns about a vulnerable or radicalising
individual will help to address the problem of radicalisation in your community.
We advise that local governments take the following steps:
•

•
•

•
•

Investigate whether or not a network, formal or informal, already exists within your area.
If so, check that the suggested professionals (see below) are represented within it. In many
cities, networks are already in place to deal with youth criminality or comparable problemsthese networks could be vital in supporting an initiative to address radicalisation.
If, however, no such networks exist- act as the initiator.
Identify whether there are any “hotspots” for radicalisation within your area. This could, for
example, be a school, place of worship, or residential area in which a racial, ethnic, religious
or political divide is acutely felt. If such a “hotspot” falls under your jurisdiction, ensure that
it is well represented by all of the professional groups within your network meetings.
Identify any key figures who are well placed to identify vulnerable individuals; try to
embrace as many disciplines which may be connected to this proves as possible.
Be prepared to act in a facilitating role; initiate contact between these key figures and invite
them to an opening meeting; ensure that any reports of concern about an individual or
group are clearly communicated to all of the professionals involved, so that efforts to
formulate a positive identity through attention, communication and help for the individual
can be coordinated.
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•
•

Request that participants in the groups respect the confidential nature of the information
exchanged there.
Ensure that the group continues to meet on a regular basis, e.g. monthly, and facilitate this
as far as possible, for example by providing a location for meetings to take place.

Professionals in your network could include:
•
•
•
•
•
•
•

Police officers
Prison wardens
Parole officers
Teachers
Other youth workers
Social workers
Religious leaders

Subjects which could usefully be discussed during your meetings:
•

•
•
•
•

It is vital that any reports of discrimination, racism or obstacles to integration are both dealt
with and are seen to be being dealt with, because most cases of radicalisation derive from a
sense of being discriminated against;
Trends in radicalisation within your area, as spotted by any/each of the professionals in your
network;
Radical elements in the area, for example a recruiter or criminal group who may possibly be
connected to a radical ideology;
Individual cases and causes for concern, and agreement on approach to be taken to them;
Where there is cause for concern, how best to support their family members can usefully be
discussed.

National government
Why you?
In order to improve both social cohesion and basic security, it is
vital that governments are aware of the causes and processes of
radicalisation, and take a far reaching, holistic approach towards
tackling it.
Your potential role
While the main responsibility of organising a community based approach will lie at local government
level, support at national level is crucial.
While one network in one city council area may make a difference to the residents of that area,
implementation of these networks at national level could result in a significant improvement to
national security.
General support from national governments, and recognition of the role that local governments are
playing, is fundamental to the success of a community based network approach.
National government must coordinate counter-extremism policy across government departments.
Although delivery of projects may be the responsibility of local government, clarity and consistency
across all government departments will prevent confusion and improve effectiveness.
53

Constructing counter narrative
So far, this handbook has dealt with the issue of radicalisation at an individual level.
But a recent trend in the scientific literature suggests that radicalisation can take place on state actor
levels as well (Schmid 2013, Bellamy 2013):
•
•

•

Specifically, it is theorised that state actors can also radicalise; authorising renditions, for
example, or colluding in the use of torture as part of counter terrorism.
In short, acting outside the law and breaking the moral code can fan the flames which set
terrorism alight. An increase in the use of torture by the regime can often be seen to be
concurrent with an increase in terrorist attacks in the region, and the number of fatalities
they cause (Bellamy 2013).
Also an issue is the use of counter terrorism strategies which explicitly single out specific
ethnic groups (Bux 2007). Recent news reports support the literature’s suggestion that these
are both ineffective and in fact work against community cohesion, serving to make one
ethnic group feel discriminated against, and criminalising the image of that ethnic group in
the minds of other ethnic groups.

The use of narratives by radical groups:
•

•

The fact that radical groups use narratives to recruit new members is well documented and
well known (see Bailey and Grimalia 2006, De Koster and Houtman 2008, Schmid NCTB 2010
and Nawaz 2012).
It is crucial for extremist groups to be able to back up their messages with (carefully
selected) facts. In supporting morally dubious counterterrorism practices, Western
governments not only contribute to extreme narratives, they undermine the credibility of
their own (de Graaf NCTB 2010).

Countering these narratives:
•
•

Do not support the use of torture or rendition, and be public in your rejection of these
practices;
Do not implement counterterrorism measures which inhibit or discriminate against elements
of your own communities.

De-radicalisation and community cohesion
Literature shows that many factors can form the turning point in an individual’s decision to take a
distance from the extreme group which they used to belong to. Of these reasons, the most
commonly occurring are beyond the control of policymakers: a change in personal circumstances, or
disillusionment with the leadership of the radical group (Alonso 2011, Nawaz 2012).
However, the same literature show that one particular approach can be of crucial importance for
successful reintegration.
Using former ETA terrorists as an example, Alonso (2011) shows that while making political
concessions to the terrorist group is inadvisable, personal support is crucial to ensuring that each
individual has the opportunity to begin a new life, free from violence.
These opportunities can include:
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•
•
•
•

Reintegration activities
Change in identity
Witness protection schemes (if they choose to inform on their previous ‘colleagues’
Personal gains, such as reduced jail sentences and support in building a new life, were found
to be very effective.

Government: ‘A localized, problems-based bottom-up approach, treating Muslims as citizens, is
advised. This approach has been adopted by the British government and involves networking
amongst ordinary non-Islamist local Muslims who are working in their communities to make
neighbourhoods better for all. Governments cannot win arguments in communities; only civil
society can achieve this. Governments can, however, empower civil society to make the
necessary arguments and some very encouraging efforts towards this already exist. Existing State
Department fact-finding missions to Europe should be encouraged and broadened so that
networking and support can truly be facilitated for Europe’s nascent voices rising against the
dominant Islamist discourse. Banning non-terrorist Islamist movements is counter-productive,
gives them kudos and would merely drive them underground. However, government
cooperation with Islamist groups provides them with much-craved legitimacy and should be
avoided.’
Quilliam Foundation
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